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1. OVERVIEW

The LucidView Guardian is a highly integrated network diagnostic and bandwidth management
tool that features unique solutions to problems facing virtually every medium to large scale
network today. It features a central management point where network traffic can be monitored
and fine-grained prioritization can be applied

Sophisticated trend analysis can easily be performed over long periods of time to provide critical
planning information, like how much bandwidth is still available or how a new server or service
would impact the current bandwidth usage. In the short term, since the Guardian monitors the
network in real time, network anomalies can be traced as soon as they occur. This is particularly
useful for detecting and managing zero-day attacks and tracing network faults.

The Guardian can prioritize different network services right down to an expression matching the
URL. This allows the flexibility to map business rules directly to network priority: media files that
are business related receive a higher priority than files that are not. Traffic priority or firewall
rules can also be done according to the geographical location of the host IP address. This is ideal
for cases where local and international traffic needs to be handled differently.

The Guardian can also become part of the normal end-user experience of the casual user of the
network. It provides transparent, secure, Kerberized authentication with an Active Directory,
linking user credentials to network traffic with no added host software or configuration needed.

Each user is able to view their web browsing statistics, network bandwidth usage, cache
efficiency, estimated time spent using the Internet and many other variables via the interface. In
companies where the management structure has been mapped in the Active Directory a feature
is also available allowing managers to view the statistics of their subordinates.

In order to allow bandwidth to be redistributed even into off-peak hours, the Guardian features
a highly configurable transparent download manager. It integrates into the end- user interface
and improves cache efficiency by recognizing downloads as potentially identical even when
downloaded from different web sites. This becomes a communal resource where large updates
or commonly used applications only need to be downloaded once to become available for the
whole network. It seamlessly integrates with the cache, so even automated applications like
Windows Update do not need to re-download updates if it is locally available.
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The Guardian features a mail relay with sophisticated logging capability. Errors in the mail setup
can easily be traced and problem email servers can be identified. Detailed reports can give a
breakdown of all the email traffic passing through the relay with several useful summaries
added.

The Guardian's core features can further be extended by adding plug-in modules. These
modules seamlessly integrate with the existing features of the Guardian, providing added
functionality when it is needed, allowing the Guardian to scale as new features becomes
available on the network.

The Command Centre is a separate device that provides for central management of two or more
LucidView Guardians within an organization. It is used to manage all the LucidView Guardians
from a single site and to take proactive measures over the entire network when an incident is
picked up by one the Guardians. When a particular LucidView Guardian detects a source of
errant data, e. g. a virus attack, it will both act to limit its impact and send a message to the
Command Centre. The Command Centre will respond by triggering the other LucidView
Guardians to take the same action and prevent the attack from spreading.

The Command Centre is also used for the technical upkeep of all the Guardians. It provides for
central backup and restore of all the Guardians, loading of data into replacement devices,
distribution of software fixes and enhancements, configuring of remote Guardians and a master
archive for extensive trend analysis and audit trails.
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2. LUCIDVIEW ENHANCED GUARDIAN FEATURE SET

i. User Interface and Access Controlé é
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The Guardian's graphical user interface is available over a
secure HTTPS connection and functions with any modern
web browser. It features customizable levels of access
control and the creation of multiple administrator and
reporting capable accounts. Access can easily be restricted

to the local network or granted for remote administration.

[I.  Access Control via Active Directory Groupsé é

The Enhanced Guardian allows administrators to
allow access control to be derived from Active

Directory groups. This slots in with the existing | e———
Active Directory administration structures, allowing —

WAN and LAN administrators access to the correct
level of configurability on all the Guardians on the
network. This allows for an easily applicable central
management policy.

Administratively, since full audit capabilities are available on all Guardians, full accountability
can always be provided for any change in the configuration.

Done

lll. Gateway Capabilitiesé

The Guardian is capable of functioning in a fully transparent bridge-like configuration,
integrating with an existing firewall or router. It can also function as an explicit gateway, routing
between three network interfaces, allowing for the creation of a DMZ. The Guardian also
integrates into the DNS and NTP services on the network.



